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® Austrian IT: Austrian IT Security Handbook (http://www.cio.gv.at/securenetworks/sihb/)
© BSI 200-3: BSI Standard 200-3 (https://www.bsi.bund.de/DE/Home/home_node.html)
® COBIT: Control Objectives for Information and Related Technology for Risk
(https://www.isaca.org/resources/cobit)

® CORAS: Consultative Objective Risk Analysis System
(http://coras.sourceforge.net/index.html)

® CRAMM: CCTA Risk Analysis and Management Method
(https://www.sans.org/reading-room/whitepapers/auditing/
qualitative-risk-analysis-management-tool-cramm-83)

® EBIOUS: Expression des Besoins et Identification des Objectifs de Sécurité
(https://www.ssi.gouv.fr/guide/ebios-risk-manager-the-method/)

® ETSI TVRA: The European Telecommunication Standards Institute
Threat Vulnerabilityand Risk Analysis (TVRA) Method
(https://www.etsi.org) : . T :

® FAIR: Factor Analysis of Information Risk B 2 5 S/ Austrian IT, COBIT, Risk IT, N A8 o Sty o bl s s ol e
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© FRAAP: Facilitated Risk Analysis / iz 2512003 o / 150 27005, . ; ; - ;

and Assessment Process  CRapgyy - Microsop, i NIST 800-30, MAGERIT, S or Sty o bl L5l ol 51 eSS
s, A N

(http://www.peltierassociates.com/frap.htm)
@ |IRAM: Information Risk
Analysis Methodologies
(https://www.securityforum.org/
tool/information-risk-
assessment-methodology-
iram2/)
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MAGERIT, Microsoft, COBIT, Risk IT, O o RPN S — S RISKIT EBIOUS, NIST 800-30,
CORAS, CRAMM, A B0, S ¢ Mg, Moy e FAIRFRAAR d BSI200-3,
EBIOUS, FAIR, FRAAP, MEHARI, & 2 b, s < 3 :
OCTAVE (S)-(A), IRAM
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ISO 27005, NIST 800-30,

BS1200-3, ETSI TVRA, Austrian IT, ISO 27005, ISO 31000, NIST 800-30,

BS| 200-3, ETSI TVRA, Austrian IT,

MAGERIT, Microsoft, MAGERIT, Microsoft, COBIT, Risk IT,CORAS,
COB, Risk IT, CRAMM, EBIOUS, CRAMM, EBIOUS, FAIR, FRAAP, MEHARI,

FAIR, FRAAP, MEHARI, & 2, § OCTAVE (5)4{A), IRAM
OCTAVE (S)-(A), IRAM
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* SO 27005: ISO/IEC 27005
(https://www.iso.org/standard/75281.html)

@[S0 31000: 1SO/IEC 31000
(https://www.iso.org/standard/65694.html)
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® MAGERIT: Risk Analysis and Management ETSI TVRA, MAGERIT, ' %, " 1SO 31000, NIST 800-30, S g Szt T 3 Sy a8
Methodology for Information Systems COBIT, CORAS, CRAMM, % ] S & Austrian IT, MAGERIT, Microsoft, ) ] .
(https://administracionel ectronica.gob.es/pae_Home/pae FRAAP, OCTAVE (S)-(A), CNN COBIT, CORAS, CRAMM, MEHARI, ol b Bl Ol e 14l Ol 9 B3 51lnl b (5567l Canbi @

Documentacion/pae_Metodolog/pae_Magerit.html?idioma=en) OCTAVE (S)-(A)

® MEHARI: Method For Harmonized Analysis of Risk
(http://meharipedia.org/home)

® Microsoft: Microsoft's Security Risk Management Guide m\) :
(https://www.microsoft.com/en-us/)

© NIST 800-30: NIST SP800-30
(https://csrc.nist.gov/publications/detail /sp/800-30/rev-1/final)

® OCTAVE: Operationally Critical Threat, Asset, And
Vulnerability Evaluation (http://www.cert.org/octave/osig.html)

® Risk IT: Risk IT
(https://www.isaca.org/bookstore/bookstore-risk-digital/ritf2)
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A Standard Value at Risk (VaR) Framework
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Accountability

Analog Risk Assessment (ARA)
Analysis

Anonymity

Asset

Assurance Requirement
Austrian Federal Chancellery
Austrian IT Security Handbook
Authenticity

Availability

B

Business Model for Information Security (BMIS)

C

Central Computer and Telecommunications Agency (UK)

Central Computing and Telecommunications Agency Risk
Analysis and Management Method (CRAMM)

Chief Information Officers (C10)

Chief Information Security Officers (CISO)

Club de la sécurité de I'information frangais (CLUSIF)
Codes of practice

Cold War

Committee of Sponsoring Organizations of the Treadway
Commission (Treadway)

Committee on National Security Systems (CNSS)
Community Emergency Response Team
Computer

Computer Security Organization (CSO)

Confidentiality

Confidentiality, Integrity, Awvailability, Authenticity and
Accountability (CIAAA)

Confidentiality, Integrity, Availability (CIA)
Consensus

Consultative Objective Risk Analysis System (CORAS)

Control Objectives for Information and Related Technology
(COBIT)

Control strength (CS)
COSO Cube

Counter Measure
Crack Team

Cross Coupling
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Crystal-Ball-Gazing
Culture Security

D

Decision Support
Defense-in-depth
Deficiencies
Delphi

Detection of failure

Direction Centrale de la Sécurité des Systémes d'Information
(DCSslI)

Discipline
Distributed Computing

E

Economic Security
Enterprise Risk Management (ERM)

ETSI Threat Vulnerability & Risk Analysis (TVRA) Method

European Telecommunications Standards Institute (ETSI)
Evaluation

Experts

Expression des Besoins et Identification des Objectifs de
Sécurité - Expression of Needs and Identification of Security
Objectives (EBIOS)

F

Facilitated Risk Analysis and Assessment Process (FRAAP)
Facilitator

Factor analysis of information risk (FAIR)

Failure Mode & Effect Critically Analysis (FMECA)
Failure Modes and Effects Analysis (FMEA)

Fault Tree Analysis (FTA)

Feedback

Fundamental Information Risk Management (FIRM)

G

Granularity

H

Handbook and Framework
Hazard and Operability study (HAZOP)

I

Identification

Information Asset Management (IAM)

Information Risk Analysis Methodologies (IRAM)
Information Risk Analysis Methodologies 2 (IRAM2)
Information Risk Scorecard

Information Security Forum (ISF) Methods
Information Security Management System- ISMS
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Information Security Risk Assessment Sl sl 6yblre o)
Information Security Status Survey SleMbl Cosal Comdy oy p
Information Systems Audit And Control Association (ISACA) SOl slopin J S g Ol cpasl

Information  Systems Risk Management-Organizational

Perspective Slosle o= Sledlbl slapinw slao bl o oo

Information Technology Infrastructure Library (ITIL) Sledb| (5,5l il sy ailules’
Institute of Standards & Industrial Research of Iran (Laslo) oyl pl cmio Slidzs g o il dvashe
Institutionalization &lwanolys
Integrity Covo
International Federation of Accountants (IFAC) Ohlales (Mol Gamwl 08
International Organization for Standardization (1SO) 3 lastinl Sl oylejles
IT Baseline Protection Manual (IT-Grundschutz) Sledb| (5,5L8 4l Sledlbl 5 el slosal, aslis
IT Governance Institute (ITGI) Sledb! (5,58 5yl loslu
Iteration S5
L

Logger SKoslas,
Loss Event Frequency (LEF) ady Cawd 3l olag, e [
M

Mainframe laailyl,
Methode Harmonise’e d’Analyse de Risques — Harmonised L el .
Risk Analysis Method (MEHARI) okl Saales Jolowi sl 59,
Meta-Method Shgylys
Methodology of Analysis of Computer Risks Directed by 5 a el L L.
Levels (MARION) Tobe &l 2 bl Skl Jil s,
Methods and Models o Joo g Lo yog,
Metodologia de Anélisis y Gestion de Riesgos de los Sistemas . . . .
de Informacion (MAGERIT) Sl (sl 0 )blve o e g Jolo
Monitoring ol
N

National Aeronautics and Space Administration (NASA) I ol (sldlyn conio
National Institute of Standards and Technology (NIST) 69k 9 o asbiwl Lo annge
Non-Repudiation Sl pas
Occurrence of failure o,ble g585 Jloz>
Open Source sboke

Operationally Critical Threat, Asset, and Vulnerability
Evaluation (OVTAVE)

Operationally Critical Threat ,Asset ,and Vulnerability slaploile Sl @ pdicaml 5 gl dasags Gllee Sbj)
Evaluation SMEs (OCTAVE-S) Lgio-SogS

Operationally Critical Threat, Asset,
Evaluation Allegro (OCTAVE Allegro)

S Erdicasl 5 balls desags Sllee b))

and Vulnerability Sl b piannl 5 bolls dossag Sllee byl 0l )8 Sguge

P

Plan-Do-Check-Act (PDCA) Joe =S =zl —aali
Plan—Do—Control-Measure—Report o)l L J Sl b
Policy Security ool el
Potential Risk Assessment Sleizlo,blbrs bl

Probable Loss Magnitude (PLM) St O jles lade foad



prl}).w 9 &ij‘g w).e‘é <> \55

=

Project Management Institute (PMI)
Prototype

R

Return on Security Investment (ROSI)
Risk analysis

Risk Appetite

Risk Evaluation

Risk IT

Risk Management Framework
Risk Map

Risk Priority Number (RPN)
Risk Scorecard

Risk Treatment Plan (RTP)
Routine

S

Security Objective

Security Requirement

Self-Assessment

Severity of failure

Simple to Apply Risk Analysis (Sara)

Simplified Process for Risk Identification (Sprint)
Single Point of Failure (SPOF)

Small and mid-size enterprises (SMEs)

Social Engineering

Social Security

Spanish Ministerio de Administraciones Plblicas

Special Publications Risk management Guide for Information
Technology Systems

Standard
Standard of Good Practice

T
Target Of Evaluation (TOE)

The Advanced Research Projects Agency Network - ARPANet

The Committee Of Sponsoring Organizations Of The Tread
way Commission’s Enterprise Risk Management Framework
(COSO ERM)

The Federal Information Security Management Act (FISMA)
The Federal Office for Information Security (BSI)

The Information Technology Assurance Framework (ITAF)
The International Electrotechnical Commission (IEC)

The Microsoft’s Security Risk Management Guide

The Office of Government Commerce (OGC)

Threat

Threat Capability (TCap)

Threat Event Frequency (TEF)
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The Federal Office for Information Security (BSI)

Val IT

Operationally Critical Threat, Asset, and Vulnerability
Evaluation (OVTAVE)
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Potential Risk Assessment
Information Security Risk Assessment

Analog Risk Assessment (ARA)

Direction Centrale de la Sécurité des Systémes d'Information
(DCSSI)

Central Computer and Telecommunications Agency (UK)
Standard

Standard of Good Practice

Vulnerability

Risk Appetite

Counter Measure

Assurance Requirement

Security Requirement

Social Security

Economic Security

Policy Security

Culture Security

Discipline

Information Security Forum (ISF) Methods
Community Emergency Response Team

Committee on National Security Systems (CNSS)

Information Systems Audit And Control Association
(ISACA)

Security Objective
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Return on Security Investment (ROSI)
Information Security Status Survey
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Codes of practice

Expression des Besoins et Identification des Objectifs de
Sécurité - Expression of Needs and Identification of Security
Objectives (EBIOS)

Accountability
Monitoring

Failure Mode & Effect Critically Analysis (FMECA)
Failure Modes and Effects Analysis (FMEA)

Fault Tree Analysis (FTA)

Analysis

ETSI Threat Vulnerability & Risk Analysis (TVRA) Method

Factor analysis of information risk (FAIR)

Risk analysis

Metodologia de Analisis y Gestion de Riesgos de los Sistemas
de Informacion (MAGERIT)

Control strength (CS)
Facilitator

Decision Support

Single Point of Failure (SPOF)
Iteration

Threat

Crack Team

Cross Coupling
Cold War

A Standard Value at Risk (VaR) Framework

Control Objectives for Information and Related Technology
(COBIT)

The Information Technology Assurance Framework (ITAF)

The Committee Of Sponsoring Organizations Of The Tread
way Commission’s Enterprise Risk Management Framework
(COSO ERM)

Risk Management Framework

Unwanted Incident

Windows Server Update Service (WSUS)
Self-Assessment

Ml oogein, b sla by, 4

el Blaal plobis g skl oLy

Uz Q})o s 59y 1>

(bl s S slacs o g oo ble danyags ol
TVRA ivial s or e s Sl £ (g (2o sy
oMb 6 blks ole ol

o i, s

S el o ble o 5 Jelos

S 08 e

5 s

S el
s Llis S
e

e

d

Sy k_in’
S laibiwl o,blre (5 yme 5o 55, oozl
STl L o gl 5l 5 el sy 8 il szl

SleMbl 555k el 0525l
9595 Slejlw o yble Coz )l

c).]a‘.’?m Co pde u5>)l>

@

C

397 399509 (Sl y 5,4 Sleas
sbj)lee>

o


https://cio-wiki.org/wiki/Value_at_Risk

lpr).w 9 o‘fjlg w,.e‘.e < \Ye.

T

Asset

Availability

Defense-in-depth

The Office of Government Commerce (OGC)
Delphi

Handbook and Framework

The Microsoft’s Security Risk Management Guide

Special Publications Risk management Guide for Information
Technology Systems

Distributed Computing
Computer

Logger

Methodology of Analysis of Computer Risks Directed by
Levels (MARION)

Central Computing and Telecommunications Agency Risk
Analysis and Management Method (CRAMM)

Traditional Risk Analysis of Information Security
Methods and Models

Traditional Risk Analysis Methods

Methode Harmonise e d’Analyse de Risques — Harmonised
Risk Analysis Method (MEHARI)

Top Event (TE)
Granularity

Club de la sécurité de I'information francais (CLUSIF)
Computer Security Organization (CSO)

International Organization for Standardization (ISO)

IT Governance Institute (ITGI)

Small and mid-size enterprises (SMEs)

Evaluation

Risk Evaluation

Consultative Objective Risk Analysis System (CORAS)
Information Security Management System- ISMS

The Advanced Research Projects Agency Network -
ARPANet

Severity of failure

Probable Loss Magnitude (PLM)
Loss Event Frequency (LEF)
Identification

Austrian Federal Chancellery

Integrity
Authenticity
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National Aeronautics and Space Administration (NASA)

Weakness

Plan-Do—-Control-Measure—Report
Risk Treatment Plan (RTP)

Risk Priority Number (RPN)
Non-Repudiation

International Federation of Accountants (IFAC)
Meta-Method

Facilitated Risk Analysis and Assessment Process (FRAAP)
Simple to Apply Risk Analysis (Sara)

Simplified Process for Risk Identification (Sprint)

Threat Capability (TCap)
The Federal Information Security Management Act (FISMA)

RISK SCORECARD

Information Risk Scorecard

Auwustrian IT Security Handbook

IT Baseline Protection Manual (IT-Grundschutz)
Information Technology Infrastructure Library (ITIL)

Deficiencies

Committee of Sponsoring Organizations of the Treadway
Commission (Treadway)

The International Electrotechnical Commission (IEC)

Crystal-Ball-Gazing

Experts

Information Risk Analysis Methodologies (IRAM)
Information Risk Analysis Methodologies 2 (IRAM2)
Open Source

Confidentiality, Integrity, Availability (CIA)

Confidentiality

Confidentiality, Integrity, Availability, Authenticity and
Accountability (CIAAA)

Risk IT
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Value Model

Business Model for Information Security (BMIS)
Chief Information Officers (C10)

Chief Information Security Officers (CISO)
Information Asset Management (IAM)

Fundamental Information Risk Management (FIRM)

Enterprise Risk Management (ERM)

Information Systems Risk Management-Organizational
Perspective

Hazard and Operability study (HAZOP)
COSO Cube
Routine

Social Engineering

Institute of Standards & Industrial Research of Iran
(MATSA)

European Telecommunications Standards Institute (ETSI)
Project Management Institute (PMI)
National Institute of Standards and Technology (NIST)

Anonymity

Threat Event Frequency (TEF)
Risk Map

Prototype

Institutionalization

Target Of Evaluation (TOE)

Spanish Ministerio de Administraciones Publicas
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